Information security

Incident management

Any real or suspected data loss must be reported without delay

An information security incident is any real or suspected event that could threaten:

· the confidentiality of information – information could be seen by or disclosed to an unauthorised individual; 

· the integrity of information – the completeness and, or accuracy of the information could no longer be relied on; or 

· the availability of information – the information may not be available when it is needed 

Information security incidents may be accidental or deliberate

Examples of information security events include:

disclosure or potential disclosure 

· Not editing documents for confidentiality before issue, e.g. in child support cases. 

· Sending information by post or email to the wrong party or customer. 

· Discussing any Government Security Classified information where it may be overheard. 

· Working any Government Security Classified information in a public place where it could be overseen. 

· loss and theft 

· Lost or stolen laptops. 

· Information lost by third parties, e.g. files or papers lost when being transferred by courier or DX. 

· Brief cases or papers lost or stolen when transporting any Government Security Classified information. 

· data loss 

· Loss of a customer’s file or one appearing where is should not be. 

· Information not received after the contracted delivery time for post or courier has expired. 

· breach of policy 

· Any use of an unencrypted memory stick or unencrypted removable media device. 

· Failure to comply with the Internet and email acceptable use policy. 

· Using an HMCTS system for an unauthorised purpose e.g. to look up information about relatives, neighbours, friends or colleagues. 

· Disclosure or sharing of personal passwords to anyone. 

· IT Incidents (reported to the IT Help desk). 

· Web site defacement. 

· Use of a user account or logon after the owner has left the organisation. 

· Staff sharing a password or a user account. 

This is not a definitive list – if in doubt report it!
