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Freedom of Information Request 
Dear Ms Reed
Thank you for your email of the 17th June 2016, in which you asked for the following information from the Ministry of Justice (MoJ):
1.
Please provide a copy of any document setting out the process, policy or instructions for anonymisation, checking and sending of judgments to BAILII (we are aware of guidance for judges on publishing to BAILII and of Dr Brophy's current work to produce guidance for judges on writing anonymised judgments, but our interested is in the processes in place for ensuring that only an appropriately anonymised version of a judgment is sent and published) including any document setting out any protocols or instructions for transcription companies. 

2.
Please provide a copy of any document setting out the policy, process or instruction to HMCTS staff for correcting any errors / recalling any judgments / dealing with queries about possible anonymisation / publication errors, including any document setting out what arrangement is in place to help BAILII know in what circumstances they should take down a judgment pending making contact with the judge.

3.
Please confirm whether any records or statistics are kept of publication / anonymisation errors in family cases or more broadly and if so provide such statistics for a period of 3 years to date (separating family and civil cases if possible).

4.
Please provide a copy of any document setting out any process or procedure for reporting publication / anonymisation errors to some central person or place (The President / Court Manager / HMCTS / The DFJ or DFLJ in any given area / The Information Commissioner for example).
5.
Please confirm what processes are in place for notifying the individuals

whose data has been wrongly released of the data breach and if all such breaches are notified of the mistake. Please provide a copy of any policy, procedure or written instruction to HMCTS staff in respect of such issues.

6. Please confirm whether or not the Information Commissioner is informed of these data breaches and if so on how many occasions breaches arising from publication / anonymisation error have been notified in the last 3 years to date. 

7. Please confirm what steps are in train to improve the situation. I am aware that Rachel Hunt has indicated some new guidance is being prepared - if that guidance is separate to the guidance being prepared by Dr Brophy please provide it.

Your request has been handled under the Freedom of Information Act 2000 (FOIA).

I can confirm that the Ministry of Justice holds some of the information that you have asked for, and will address each of your questions in turn.

1. 
The judicial guidance “Publishing Judgments in Family Cases – A guide for Judges” (February 2014) (Annex A) is the principal guide for publishing judgments on Bailii and includes instructions regarding anonymisation as well as a template to be used as a standard coversheet when sending judgments to Bailii. It was issued to support the implementation of the “Transparency in the Family Courts, Publication of Judgments, Practice Guidance” (January 2014) (Annex B) by Sir James Munby, President of the Family Division. 

There are no other sets of instructions that apply. I have attached a copy of both documents, therefore, as per your request. 
2. 
I have attached a document entitled “Guidance for staff on Committal Hearings for Contempt of Court”(April 2015) (Annex C) which was issued nationally and contains some references to Bailii and publication for court staff. 
I have also established that the staff guidance “Publishing Judgements in Family Cases (Bailii) – A guide for staff” (undated) (Annex D) was written in the North East region to accompany the judicial guidance referred to above. It was designed as an information document to ensure court staff understand what the judicial process is. Although court staff do not have the authority to anonymise documents themselves, in certain circumstances a judge may delegate part of the process to their clerk. I have attached a copy as per your request, but it is important to note that this was not issued nationally. 

It may be helpful to explain that Her Majesty’s Courts and Tribunals Service (HMCTS) is split operationally into seven regions (plus the Royal Court of Justice) each of which can produce their own guidance according to their assessment of business needs in addition to any national guidance issued centrally. I canvassed the heads of each region for any guidance which may have been produced, and received the attached document from the North East region. None of the other regions have produced any guidance on this matter.

In addition I have also pasted below a relevant extract taken from the guidance relating to Bailii as found in the “The Judges Clerk’s Association Handbook”.


Judgments to be published on the BAILII Website

1.
All judgments on substantive appeals in the Civil Division of the Court of Appeal are published on the BAILII website.  The Civil Appeals Office has a system whereby ex tempore judgments are published on this site (when they have been transcribed and approved).  

2.
The judgments sent to BAILII should appear on the website within 48 hours. If the posting of the judgment is urgent the email should be marked as “High Priority” and the word “URGENT” inserted as the first word in the email subject line. 

3.
If the judgment is embargoed, mark the email “High Priority” and insert the word “EMBARGOED” as the first word in the email subject line. In the body of the email state the date and the exact time you want the judgment to appear on BAILII.







   
I can, however, confirm that currently there is no national HMCTS guidance to court staff on this matter. 
3. 
The HMCTS Information Assurance & Data Security Team receive reports when an incident has taken place concerning failure to handle information correctly. Since 2013 there have been 4 such incidents (excluding those raised by Dr J Doughty) reported as follows:

2013-14: No incidents reported.

2014-15: No incidents reported.

2015-16: One Court of Protection Case reported.

2016-17: One civil case and two family cases reported.
4. For any data incident, including anonymisation errors, all HMCTS staff must follow the HMCTS data incident process available on the internal intranet. The HMCTS Information Assurance Team has seen an increase of 101% in all reported data loss incidents during 2015-16 compared to the previous year.  This increase is due to the change in reporting processes and the ongoing delivery of data security awareness sessions across the business, which ensures that the HMCTS IA Team is aware of all reported potential data incidents and can properly support the business in managing the incident.  I have copied the Webpage that refers and included this as the document entitled “Information Security Webpage” (Annex E). This process applies only to HMCTS staff.
All data incidents must be reported to: 

•
HMCTS Data incident and resolution lead (HMCTS Information 

Assurance Team)
•
Regional Support Unit

•
Regional Governance Officer 

If the incident is assessed as potentially HIGH impact then the incident must also be reported to: 

•
Cluster Manager 

•
Operations Manager

•
Delivery Director. 

For any incidents that are potentially high impact the HMCTS data incident and resolution Lead will send a first alert email, summarising the details of the incident, to the following: 

•
The HMCTS SIRO 

•
Information Asset Owner 

•
Head of Information Assurance, Data Security & Deputy SIRO

•
HMCTS Operations Director 

•
Chief Executive Office

•
Press Office 

•
The Judicial Office – if appropriate 

For Data incidents where the Judicial Office bears responsibility there is a separate process that is followed. I attach the document “The Responsibilities of the Judiciary” (September 2015) (Annex F) that sets this process out.
5. The HMCTS Information Assurance team has not been able to locate a document that sets out the policy regarding this matter, but they do provide regular assistance to operational teams who must consider whether or not to inform the data subject. 
The decision to inform a data subject(s) of a data incident is a local decision to be taken by the originating court or tribunal.  The role of the HMCTS information Assurance team is to provide guidance such as: 

•
Are there any actions that the data subject needs to take because of the incident? E.g. if it is financial data, do they need to inform their bank etc

•
Is there a threat of harm to the data subject(s)? 

•
Would informing the data subject(s) of the incident cause them additional distress? 

•
Has the incident been contained?

The advice given will depend upon the circumstances of the incident and any mitigation actions that have been taken to lessen the impact of the incident. 
6. The decision to inform the Information Commissioner about incidents arising from an error in publication on Bailii rests with the Judicial Office, who will assess the degree of impact as described above. There have been no instances which were assessed as requiring that the Information Commissioner be contacted in the last    three years.
7.       HMCTS is reviewing its internal guidance to staff on the protocols for releasing judgments to BAILII, and is currently discussing this with the President of the Family Division to ensure it aligns with judicial guidance.  The President of the Family Division has indicated that he intends to issue fresh guidance on the anonymisation of judgments following the publication of research on the issue  expected in the summer.  He is likely also to publish fuller guidance to judges on sending judgments to BAILII and taking them down from BAILII. HMCTS is currently drafting, and will issue in tandem with the Judicial Office, national guidance for court staff which will make clear what the roles and responsibilities of court staff should be in the publication and anonymisation of documents on Bailii and establishing clear lines of contact for staff and court users who discover errors on Bailii.  I will be happy to provide you with copies of the fresh guidance to judiciary, staff and court users when it has been issued.  
Disclosure Log
​
You can also view information that the MoJ has disclosed in response to previous FOIA requests. Responses are anonymised and published on our on-line disclosure log which can be found on the MoJ website: https://www.gov.uk/government/organisations/ministry-of-justice/series/freedom-of-information-disclosure-log
​

The published information is categorised by subject area and in alphabetical order.
Yours sincerely,
Paul Downer
Head of Civil Modernisation
Civil Jurisdiction Operational Support Team
___________________________________________________________________
How to Appeal

Internal Review

If you are not satisfied with this response, you have the right to an internal review. The handling of your request will be looked at by someone who was not responsible for the original case, and they will make a decision as to whether we answered your request correctly.

If you would like to request a review, please write or send an email to the Data Access and Compliance Unit within two months of the date of this letter, at the 

following address:

Data Access and Compliance Unit (10.34),

Information & Communications Directorate,

Ministry of Justice,

102 Petty France,

London

SW1H 9AJ

E-mail: data.access@justice.gsi.gov.uk
Information Commissioner’s Office

If you remain dissatisfied after an internal review decision, you have the right to apply to the Information Commissioner’s Office. The Commissioner is an independent regulator who has the power to direct us to respond to your request differently, if he considers that we have handled it incorrectly.

You can contact the Information Commissioner’s Office at the following address:

Information Commissioner’s Office,

Wycliffe House,

Water Lane,

Wilmslow,

Cheshire

SK9 5AF

Internet address: https://www.ico.gov.uk/Global/contact_us.aspx
ADDITIONAL INFORMATION ABOUT SECTION 12(1)
We have provided below additional information about Section 12 of the Freedom of Information Act. We have included some extracts from the legislation, as well as some of the guidance we use when applying it. We hope you find this information useful.

The legislation

Section 1: Right of Access to information held by public authorities

(1) Any person making a request for information to a public authority is entitled— 

(a)
 to be informed in writing by the public authority whether it holds information of the description specified in the request, and 

(b) 
if that is the case, to have that information communicated to him. 

Section 12: Cost of compliance exceeds appropriate limit 

(1) Section 1(1) does not oblige a public authority to comply with a request for information if the authority estimates that the cost of complying with the request would exceed the appropriate limit. 

(2) Subsection (1) does not exempt the public authority from its obligation to comply with paragraph (a) of section 1(1) unless the estimated cost of complying with that paragraph alone would exceed the appropriate limit. 

(3) In subsections (1) and (2) “the appropriate limit” means such amount as may be prescribed, and different amounts may be prescribed in relation to different cases. 

(4) The Secretary of State may by regulations provide that, in such circumstances as may be prescribed, where two or more requests for information are made to a public authority— 

(a) 
by one person, or 

(b) 
by different persons who appear to the public authority to be acting in concert or in pursuance of a campaign, 

the estimated cost of complying with any of the requests is to be taken to be the estimated total cost of complying with all of them.

(5) The Secretary of State may by regulations make provision for the purposes of this section as to the costs to be estimated and as to the manner in which they are to be estimated.

Guidance

The appropriate limit 
The 'appropriate limit', for the purposes of section 12 of the Freedom of Information Act has been set at: 

· £600 for central government and Parliament. 

· The hourly rate is set at £25 per person per hour.

The following activities may be taken into account when public authorities are estimating whether the appropriate limit has been exceeded. 

· determining whether it holds the information requested 

· locating the information or documents containing the information 

· retrieving such information or documents 

· extracting the information from the document containing it. 
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